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Installation MySQL Server 5.7 on CentOS 7 
sudo wget http://dev.mysql.com/get/mysql57‐community‐release‐el7‐7.noarch.rpm 

sudo yum localinstall ‐y mysql57‐community‐release‐el7‐7.noarch.rpm  

sudo yum install ‐y mysql‐server 

 

sudo service mysqld start 

 

Changing password rule in file my.conf 

sudo vi /etc/my.conf 

[mysqld] 

validate_password_policy=LOW 
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Find MySQL temporary password for first login 
sudo grep 'temporary password' /var/log/mysqld.log 

 

Some security configuration on MySQL server 
sudo mysql_secure_installation 
Enter temporary password for user root 

Answer to some questions 

 

1. Change the password for root?           press yes and set password 

2. Remove anonymous users?           press yes 

3. Disallow root login remotely?           press yes 

4. Remove test database and access to it?    press yes 

5. Reload privilege tables now?           press yes 

Login by root in MySQL and create a user with special privileges for remote 
administration  

mysql ‐u root ‐p 

 

Create user  "damaris"@"%" identified by “yourpassword”; 

 

grant all privileges on *.* to "damaris"@"%" with grant option; 

 

exit 

Configuration of the remote connection to MySQL server by SSH 
sudo vi /etc/ssh/sshd_config 
Change PermitTunnel to yes 

 
sudo service sshd restart  

 
 
 
 
 

Connect to server by MySQL Workbench using Connection 
Method: 
Standard TCP/IP over SSH 
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MySQL database backup configuration 
 Creating directory for backups 

sudo mkdir /opt/mysqlbackup 
sudo chmod 777  /opt/mysqlbackup 
 
 
 
 
 
Insert configurations below in file “backup.sh” 
cd /opt/scripts/  
sudo vi backup.sh 

 
#!/bin/bash  
# HOSTNAME where be backup  
HOSTNAME=localhost  
# Database user name 
DBUSER=damaris 
# directory where going backup files 
DIRECTORY=/opt/mysqlbackup  
# database names which be backup  
DBNAME=databasename DBNAME1=databasename 
# database user password 
DBPASS=yourpassword 
# date of backup  
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DATE=`date +%d.%m.%y` 
# command which doing first database backup  
mysqldump -h $HOSTNAME -u $DBUSER -p$DBPASS $DBNAME > $DIRECTORY/ 
databasename -$DATE-dump.sql   
# command which doing second database backup 
mysqldump -h $HOSTNAME -u $DBUSER -p$DBPASS $DBNAME1 > $DIRECTORY/ 
databasename -$DATE-dump.sql 

 
Adding backup script in crontab for starting by schedule. 

Go to admin’s home directory, create a file and insert the below information  
cd /home/admin 
sudo vi file 
 
SHELL=/bin/bash 
MAILTO=admin 
30 1 * * * /opt/scripts/backup.sh 

Schedule will start every day 1:30 AM 
Set permission for cron and add file in crontab 
sudo chmod 755 /var/spool/cron 
crontab /home/admin/file 

Transfer backups to backup server by FTP 
 Install lftp 

sudo yum install lftp 
sudo vi /etc/lftp.conf 
Insert the bellow information to connect without displaying certificate part. 
set ssl:verify-certificate no 

 
Create transfer script in directory /opt/scripts/ 
 cd /opt/scripts/ 

sudo vi ftp.sh 
insert configuration with yours credentials    
#!bin/bash 
DATE=`date +%d.%m.%y` 
lftp <<SCRIPT 
lftp user:password@ftp_server_ip 
cd /data/your_path 
mkdir -p  dump_$DATE 
cd  dump_$DATE 
mput  /backup/*    
exit 
SCRIPT 

 
Add transfer script in crontab for starting by schedule. 
 crontab -e  

30 5 * * * /opt/scripts/ftp.sh 
Schedule will start every day 5:30 AM 
 

 
 


