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1 - INTRODUCTION 

Periodically, we need to update our managed servers with a new ssl certificate. 

This document describes how to install new certificate on existing servers. 

 

2 – THE CONTEXT 

At Damaris we deployed different server types: 

• Linux tomcat 

• Linux Apache 

• Linux PHPBB 

• Linux Vsftpd 

• Windows tomcat 

• Windows Filezilla 

 

So, this document will explain how to upgrade for each server type. 

 

3 - PREREQUISITES 

Before starting, you should verify several prerequisites. 

• Do you have new ssl certificate, for each server type? 

o keystore_damarisxx.jks: Keystore 

o damarisproxx.key: Private key 

o damarisproxx.pem: Certificate 

• Do you have access to all servers to be upgraded? 

• Current list of servers to be upgraded 

• Take care of best timing because of server unavailability for users 

 

4 – SSL UPGRADE PROCEDURE 

 

4.1 – LINUX TOMCAT 

Please get the new keystore and its password. 

Login on the target server. 

Go to /tomcat9/conf folder and copy the new keystore on it. 
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Modify conf/server.xml file by adapting the following information: 

• KeystoreFile: with the new keystore filename 

• KeystorePass: with the new keystore’s password 

• keyAlias: Please check if it contains the right value 

• Please add the following tag: sslEnabledProtocols="TLSv1.2"  

You will get this type of section: 

 

Restart tomcat by running as root: 

systemctl restart tomcat 

 

Test connection from a browser. 

After accessing to web page, please click on key icon near URL. 

 

Then, click on right arrow and “More information” button. 

You will get this kind of window: 
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The most important information here is Expire date. 

 

4.2 – LINUX VSFTPD 

Please get ssl key and certificate files. 

Connect to target Linux server. 

Please copy (As root or sudo) key and certificate files into /etc/ssl/private directory. 

Please modify /etc/vsftpd/vsftpd.conf file by updating file names for key and certificate: 

• rsa_cert_file 

• rsa_private_key= 

 

 

Please restart vsftpd by running as root: 

systemctl restart vsftpd 

 

 

4.3 – WINDOWS TOMCAT 
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Please get the new keystore and its password. 

Login on the target server. 

Go to /tomcat/conf folder and copy the new keystore on it. 

Modify conf/server.xml file by adapting the following information: 

• KeystoreFile: with the new keystore filename 

• KeystorePass: with the new keystore’s password 

• keyAlias: Please check if it contains the right value 

• Please add the following tag: sslEnabledProtocols="TLSv1.2"  

You will get this type of section: 

 

Restart Apache tomcat Windows Service using Services.msc: 

 

Test connection from a browser. 

After accessing to web page, please click on key icon near URL. 

 

Then, click on right arrow and “More information” button. 

You will get this kind of window: 
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The most important information here is Expire date. 

 

4.4 – LINUX APACHE 

Please copy the following files in: /etc/ssl/private/ 

• damarispro20.pem 

• damarispro20.key 

 

Then, please modify the following file for Apache server: /etc/httpd/conf.d/ssl.conf 

 

 

If you use PHPBB (https://forum.damaris.pro) please modify also /etc/httpd/conf.d/forum.conf 

 

https://forum.damaris.pro/
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4.3 – WINDOWS IIS 

To install a new certificate on a Windows IIS server, please copy the following file to the 

target server: damarisproxx.p12 

 

Then, please go to IIS configuration tool: 

 

 

Please choose the Web server: 

 

Choose server’s Certificates by double clicking the icon: 
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Use the “Import” Action: 

 

In the popup, please Certificate file. You should indicate .p12 instead of .pfx. 

You also need to know certificate’s password. 

Use “Personal” Store. 

 

You will find the new certificate in the list: 
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Go to the default Web server: 

 

And edit its bindings. 

Please select the https protocol and click on “Edit” button: 

 

 

Select the new certificate you installed on the server. 

 

To finish the setup, please restart IIS service: 
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